EEECS Summer Research Internships
School of Electronics, Electrical Engineering and Computer Science
Internships Summer 2026
	Proposed Project Title: Mastering Network Security: Hands-On Lab Experience


	Principal Supervisor: Arnab Kumar Biswas


	Project Description: Are you ready to dive into the world of network security and become a cybersecurity expert? Join us for an exciting 2-month project where you'll get hands-on experience with cutting-edge tools and techniques used by professionals in the field. This project is designed to give you practical skills and knowledge that will set you apart in the cybersecurity industry.

	Objectives: Some major objectives are-
1. Create Virtual Machines:
. Set up 2 Ubuntu VMs to create a robust network security environment.
. Learn how to configure and manage virtual machines for optimal performance.
2. Install and Configure Security Tools:
. Get hands-on with powerful tools like Suricata, Zeek, Elasticsearch, Kibana, and more.
. Install and configure these tools to monitor and analyse network traffic.
3. Simulate Network Attacks:
. Use Kali Linux and Metasploit to simulate real-world network attacks.
. Test the detection and response capabilities of your security setup.
4. Perform Threat Hunting and Analysis:
. Conduct threat hunting exercises using ATT&CK Navigator and CyberChef.
Analyse logs and alerts to identify and mitigate potential threats.

	Academic Requirements:
The scheme is open to EEECS Undergraduates in BSc/Beng/Meng Computer Science and Software Engineering. A minimum current average classification of 65% average required, higher average classification will be recommended and used as part of the ranking criteria.

	General Information: The following skills will benefit the project, but you can learn them during the project also.
Technical Skills:
1. Basic Knowledge of Networking:
. Understanding of network protocols (TCP/IP, HTTP, DNS).
. Familiarity with network devices (routers, switches, firewalls).
2. Linux Fundamentals:
. Basic commands and navigation in a Linux environment.
. Experience with installing and configuring software on Linux.
3. Virtualization:
. Understanding of virtual machines and how to create and manage them using VMware or VirtualBox.
4. Basic Cybersecurity Concepts:
. Knowledge of common cybersecurity threats (malware, phishing, DDoS attacks).
. Understanding of intrusion detection and prevention systems.
Soft Skills:
1. Problem-Solving:
. Ability to troubleshoot and resolve technical issues.
. Analytical thinking to understand and mitigate security threats.
2. Documentation:
Ability to document processes, configurations, and findings clearly and concisely.





